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How to recognise a phishing e-mail or message, and what
to do if you clicked
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The short answer: phishingis a message pretending to come from someone you trust (MozOut, your bank, a supplier,

your boss) to get you to click a link, open an attachment or hand over a password. The signs are almost always the
same: urgency, a link that does not go where it says, and a request the genuine sender never makes. If you
clicked, what matters is what you did next.

Q The signs that keep repeating
Sign What usually lies behind it
Urgency and a threat “Your account will be suspended today.” The hurry is there so you click before you think.

A disguised link The text says one thing, the real address is another. Hover over it without clicking (on a
phone, press and hold) and read the end of the address, after the first “/".

Asks for a password No serious service asks for your password or a verification code by message.

oracode

An unexpected .zip and .exe files, or documents asking you to “enable macros”, are the classic carrier of
attachment malicious programs.

A sender that does The display name says “Bank X", the address is a string of letters. The name can be

not add up anything; the address is harder to fake.

Changes payment “We have changed account, pay into this one.” The costliest trick of all. Always confirm
details through another channel.

For our own messages, telling a genuine one from a fake has an article of its own, with the addresses we write from
and the technical checks that prove it: how to tell whether an e-mail really came from us.
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3 Clicked or opened? Do this, in this order

You typed nothing, you only opened the page. Close the tab. Merely opening a page is usually
harmless, but do not click again or download anything it offered.

e You typed a password. Go to that service from another device, typing the address yourself, and change
the password now. Then change it anywhere else you reused it (see a strong password and a password
manager).

° You typed a verification code. Treat the account as taken. End all open sessions, change the password,
and check that no e-mail forwarding rules or unknown devices were added.

o You downloaded or opened an attachment. Take the device off the internet, run an antivirus scan, and
do not use that computer to sign in to important accounts until it is clean. If you have lost control of the
site, read how to tellif your site has been compromised.

o You gave card details. Contact your bank at once and have the card blocked.

0 Changing the password from the same computer or phone that opened the attachment is
pointless

if that device has a program copying what you type. Make the change from a clean device.

o If the message claimed to be from MozOut, do not reply and do not click: forward it to us through the
contact page and, if you wish, report it as described in reporting abuse. With two-step verification
switched on (see how to enable it), a stolen password alone no longer opens your account.

%) NEED A HAND?

Received a strange message in the name of MozOut? Send us a copy and we will tell you whetherit is
ours.

&= Open a support ticket >

® SEEALSO

How to tell whether an e-mail really came from us >
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A strong password and a password manager

Reporting abuse

How to tell if your site has been compromised
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MozOut Mozambique
RLX Holdings, S.A. - Group RLX Holdings

TAXID (NUIT) 401 191 607
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ECONOMIC ACTIVITY 62022
CODE (CAE)

REGISTERED OFFICE Bairro 7 de Setembro
Vilankulo 1304 - CEP 0411-02, Inhambane, Mozambique

CONTACT info@mozout.co.mz - +258 84 635 1111 - +258 86 635 1111 -

Www.mozout.co.mz

OPENING HOURS Monday to Friday - 08 AM to 04 PM
Saturday & Sunday - Closed
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